NETHRA N. WEDAGE

Cyber Security & Network Engineer
Email: info@nethrawedage.com | Phone: 070-75909999 | Location: Colombo, Sri Lanka

LinkedIn: linkedin.com/in/nethra-wedage | Portfolio: www.nethrawedage.com

PROFILE SUMMARY

Dedicated Cyber Security and Network Engineer with a Diploma in Cybersecurity and Networking (NVQ 5) and currently
pursuing an HND in Cybersecurity. Holds the Certified Ethical Hacker (CEH) credential from EC-Council. Experienced in
network administration, Active Directory, IT support, and security infrastructure. Targeting eJPT, CCNA, and CHFI
certifications. Passionate about enhancing digital safety and IT infrastructure.

WORK EXPERIENCE

IT Executive (Promoted from Staff Officer — IT) | Timex Garments (PVT) Ltd. | Aug 2024 — Present
e Architected and deployed a full IT infrastructure stack including Active Directory, File Server, Web Server, and
Kaspersky Security Server, supporting 200+ users
e Built and deployed a custom Inventory Management System, reducing manual stock tracking time by 40% and
improving operational accuracy across departments
e Oversaw IT infrastructure operations and enforced network security policies, ensuring zero critical compliance
breaches
IT Support Specialist | MAS Intimates (PVT) Ltd. [via Eureka Technology Partners (Pvt) Ltd] | Oct 2023 — Apr 2024
e Diagnosed and resolved hardware, software, and network issues across a multi-site environment, improving team
productivity and minimizing downtime
e Monitored network activity and managed endpoint security across 100+ devices, reducing security incidents
through proactive threat detection
IT Support Executive | Commercial Bank (PVT) Ltd. [via Zeal (Pvt) Ltd] | May 2023 — Sep 2023

e Resolved 30+ IT support tickets per week for banking operations, maintaining 99% system uptime and significantly
reducing resolution time

e Safeguarded data integrity and maintained high system availability across critical banking platforms, supporting
uninterrupted daily transactions

EDUCATION

ESoft Metro Campus — Higher National Diploma in Cybersecurity | Present

CICRA Campus — Diploma in Cyber Security — NVQ Level 5 | Completed

CICRA Campus — Advanced Certificate in Network & System Administration — NVQ Level 4 [ July 2021
CICRA Campus — Certificate in Cyber Security & Ethical Hacking | November 2020

University of Sabaragamuwa — Certificate in English | March 2019

Britishway English Academy — Diploma in English | May 2016

CERTIFICATIONS

e CEH - Certified Ethical Hacker | EC-Council (Certified)
e Pursuing: eJPT, CCNA, CHFI

TECHNICAL SKILLS

e  Cyber Security: Ethical Hacking, Threat Analysis, Endpoint Security (Kaspersky), SIEM

e Networking: Active Directory, DNS, DHCP, File Server, Web Server, Network Administration
e Systems: Windows Server, Linux, IT Support & Troubleshooting

e Web Development: HTML, CSS, Web Design (WordPress/Static Sites)



e Tools: Kaspersky Security Center, AD DS, IIS, Inventory Management Systems

PROJECTS

¢ Inventory Management System — Engineered for Timex Garments (PVT) Ltd

¢ Infrastructure Implementation — Deployed Active Directory, File Server, Web Server, and Kaspersky Security
Server for Timex Garments (PVT) Ltd

LANGUAGES

e English — Fluent
¢ Sinhala — Native



